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Abstract—We present effectiveness measurements of five
cybersecurity teaching interventions. We created a model
for examining dependencies between teaching, students’
self-perceived  cybersecurity knowledge and = skills,
cybersecurity related interests, attitudes, and self-efficacy,
and intended and recalled security behaviour. We tested the
model hypotheses and measured differences between before
and after receiving teaching. We found teaching has
moderate to strong positive correlations with knowledge,
and skills, as well as topic, further studies, and career
interests. Students with higher cybersecurity specific self-
efficacy have a higher interest towards intervention topics,
further cybersecurity studies, cybersecurity career, and
cybersecurity research. Self-efficacy also seems to have a
role in security behaviour intentions. This suggests that
building self-efficacy is important, if teaching pursues
behavioural change. Knowledge, skills, cybersecurity and
skills specific self-efficacy, and recalled security actions had
statistically significantly higher values after teaching than
before it. However, pre- and post-measurements do not
show statistically significant change in all variables
associating with teaching, for example in interest related
variables. This implicates that in teaching, we should
consider how the interventions are supposed to raise student
interest, as interest is connected to motivation and academic
SuCCess.

Keywords—cybersecurity  teaching, effectiveness, self-
efficacy, attitude, behaviour, motivation

I. INTRODUCTION

Information systems and their security have a central
role in modern society and the need for cybersecurity
expertise is high. However, though education is a basis of
cybersecurity awareness, culture, and skills [1-9], there is
a shortage of experts and deficiencies in computer
science curricula [10-13]. Experts should be capable of
effectively responding to changing cyberthreats, and
security teaching in universities should provide them with
necessary awareness, skills, and confidence to do that.
This is especially important for software and system
developers and organizations that create and maintain
information systems for society.

As education and knowledge are the basis of effective
security throughout society, it matters how cybersecurity
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is taught. Teaching should have many outcomes beyond
students’ cybersecurity knowledge base. Teaching should
pass on graduate attributes, such as broad professional
and attitudinal dispositions along with knowledge, and
maybe even enable powerful knowledge, which “equips
those who have it with the necessary skills for producing
knowledge and evaluating knowledge claims, and to do
so within different knowledge contexts” [14, p. 368].
When applied to cybersecurity teaching, powerful
knowledge could mean that graduates have the necessary
knowledge and skills, awareness and adversarial thinking,
and also the ability to apply their knowledge effectively
in changing and evolving situations. As experts, they
should be able to root good cybersecurity practices into
various kinds of organizations, which have their own
operating environments, as well as their own established
norms, rules, and practices. To reach such goals, teaching
should boost students’ confidence and enable personal
growth towards expertise.

How are the numerous goals achieved in cybersecurity
teaching? Previously, the outcomes and effectiveness of
university cybersecurity teaching have been measured in
various ways. For example, the effectiveness of a
cybersecurity course was measured by dropout rate,
failure rate, and student learning gain [15]. On the other
hand, the effectiveness of learning with a Capture the
Flag (CTF) challenge has been measured by self-
confidence, enjoyment, and skill and knowledge increase
[16]. The effectiveness of a cybersecurity serious game
has been measured by analysing the player’s interaction
data and utilizing a survey study to understand the user
experience [17]. Measurements have been made, e.g., of
students’ interests and self-efficacy towards cybersecurity
[18] and of self-esteem, general self-efficacy, perceived
efficacy in cybersecurity-related tasks, and career-related
variables [19]. Summarizing, different measurements
have been used for examining the effectiveness of
teaching and learning. However, to the best of our
knowledge, there is no research measuring the students’
perception of effects of cybersecurity teaching, where the
effects cover knowledge and skill gain, cybersecurity
attitudes, self-efficacy, and security behaviour before and
after being exposed to teaching. What is especially
lacking in earlier research, is the part of if and how
teaching contributes to these effects.
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In this research, we measure the outcomes and
effectiveness of cybersecurity teaching. We define that
effectiveness in teaching means positive changes in
students’ posture in any of the following: Knowledge,
skills, self-efficacy, attitude and behaviour, interest
toward topics, further studies or a career — all in relation
to cybersecurity. Based on this definition, we present and
test hypotheses of a model that allows us to measure the
effects of cybersecurity teaching. The model is created
based on relevant literature. We also present the
effectiveness assessment in five real cybersecurity
teaching interventions.

The model can help other teachers in conducting
suitable measurements with the purpose of adjusting their
teaching content or methods, if it turns out, for example,
that students’ self-efficacy or interest decreases after
teaching. Our current, and any future measurements
increase knowledge regarding relations between various
parts of the model, which also include teaching methods,
learning materials, and students’ motivation in addition to
factors that define effectiveness.

This study is organized as follows: Section |l
establishes the theoretical basis for the model, Section 111
presents 46 hypotheses derived from the model, Section
IV describes the variables needed for testing the
hypotheses, Section V presents the tests, Section VI
presents effectiveness assessment in a pre-post
intervention setup, Section VII discusses the results, and
Section VIII presents conclusions and future work.

Il. LITERATIURE REVIEW AND THEORY

Security awareness is a key for better defence against
cyber threats, in both individual and organisational level
[1, 2, 5-8]. To assess security awareness, Kruger and
Kearney [3] used the Knowledge-Attitude-Behaviour
(KAB) model. The KAB-model is an awareness assessing
tool, which has been applied to information and
cybersecurity awareness research [20, 21].

The KAB-model suggests that knowledge influences
attitude, and attitude controls behaviour. However,
subsequent research has argued that the KAB-model
cannot alone explain behavioural change. For example,
Khan [20] combines KAB with the Theory of Reasoned
Action (TRA) and with the Theory of Planned Behaviour
(TPB) [22]. Khan adds steps of normative belief towards
information security, and intention for information
security to the KAB-model [20]. Similar elements are
also present in another TBP-based model [6].

Thus, reasons leading to actual behaviour are more
complex than mere knowledge and attitude, and in
explaining behaviour, beliefs are also important [22].
Beliefs are perceived social pressure to comply with
assumed expected behaviour and they are caused by
important peers, such as executives and colleagues in an
organizational context [6]. Therefore, what people think
their important peers are expecting of them can affect
behavioural intentions, e.g., a student’s security
behaviour intentions might be affected if the student
thinks that their peers never use the same password in
two different accounts.
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Behaviour has also been researched in the learning
context. Social learning theory [23] examines how
environmental and cognitive factors affect learning and
behaviour. Observation of other people’s behaviour,
attitudes, and reactions are important for learning. In
addition, attitude has a role in behaviour and learning, but
it is still an open question how much attitudes and
behavioural intentions explain the actual behaviour of a
person. In the security context, attitude towards security
affects the use and adoption of security tools and
practices recommended by experts [24].

In security trainings in organizations, the goal is to
change participants’ behaviour towards more secure.
Similarly, in cybersecurity teaching in universities, this
may be one of the goals. Even more important is how
teaching impacts students’ motivation and interests. In a
learning context, the role of self-efficacy, a belief and
confidence of “I can learn this”, is significant. Self-
efficacy of cybersecurity skills is important for students’
interest and also for pursuing a cybersecurity career [19].
In addition, students’ confidence in their own abilities is
important for students’ motivation, and teaching should
be conducted in such a manner that it enhances students’
belief in their own abilities [25].

Self-efficacy is a concept from social cognitive theory
[26] and self-efficacy theory [27]. It is defined as “beliefs
in one’s capabilities to mobilize the motivation, cognitive
resources, and courses of action needed to meet given
situational demands” [28, p. 408]. Self-efficacy also has a
role in human behaviour. In the security context, this role
has been researched, for example, in Refs. [6, 29], where
higher self-efficacy was related to higher security
behaviour intentions. In contrast to these findings,
however, in Ref. [30], instead of changing their behaviour
towards more secure, young people with high security
self-efficacy tended to use more security software to
ensure their security. This shows that there is variation in
earlier research regarding how self-efficacy affects
behaviour intentions. Further, self-efficacy is related to
academic success, as various studies have shown that
students with higher self-efficacy trust their own abilities
and are self-regulated [29, 31]. General self-efficacy can
also maintain motivation, even when task demands are
complex and the environment changes rapidly [32].

Motivation towards a subject is important for
successful learning [23, 25-27, 31]. For learning, also
interest is a key component, and educators should try to
develop students’ interest to enhance academic
performance and motivation [33]. The dependencies
between motivation, interest and attitude have been
researched, and interest has been found to increase
positive attitude and engagement in learning [34]. For
motivation, it is important that students consider teaching
methods and materials meaningful for their learning.
Student satisfaction with the content and materials is also
important.

To lay a foundation for our model, we summarised all
the components of security awareness and how
knowledge, attitude, beliefs, self-efficacy and behaviour
are connected. The visual summary of the components is
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presented in Fig. 1, which shows the literature-based
model and its main components. Here, the awareness
consists of the KAB-model, which has been
complemented by adding self-efficacy, interest, and
normative beliefs and their literature-based associations
to other components. In addition, the model shows how
literature associates teaching to other components.
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Self-efficacy
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Fig. 1. Literature-based model.
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To measure cybersecurity teaching effectiveness, we
divided several components of the literature-based model
into  sub-components, each representing different

variables. The resulting detailed model is presented in Fig.

2. The relations among the components of this model are
expressed as hypotheses. They are shown together with
their test results in Table Il. Reasoning that led us to the
hypotheses is given below in subsections A-G, which
correspond to the 7 main components of the model.
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Fig. 2. Detailed model for teaching effectiveness measurement.

A. Teaching

1) Methods and materials
meaningfulness for learning)

Cybersecurity teaching can use many methods, such as
lectures, literature, exercises, laboratory exercises, CTFs,
and group discussions. Methods and materials influence
students’ learning, and thus, students’ knowledge and
skills. Methods can also influence normative beliefs, e.g.,
students discussing their security practices can influence
their conception about expected security behaviour for

(satisfaction  and
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cybersecurity students. Teaching methods and materials
can also influence students’ cybersecurity self-efficacy
and self-efficacy of content related skills. Thus, we
propose the hypotheses H1: a...d. (See Table I1.)

2) Motivational effect of teaching methods and
materials (attention, relevance, confidence, satisfaction)

Teaching methods and materials can have different
motivational effects on students’ learning [25] and impact
students” knowledge and skills. In the field of
mathematics, it has been observed that attitude, academic
motivation, and academic achievement have a
dependency [35]. We assume that similar dependency is
also true for cybersecurity. Teaching may also influence
students’ cybersecurity self-efficacy, and, further, content
skills related self-efficacy. The motivational effect may
possibly maintain interest towards content topics, or the
other way round, topic interest can support motivation.
We hypothesize that the motivational effect can also raise
interest in further studies, cybersecurity career, or
cybersecurity research. Thus, we propose the hypotheses
H2:a...i.

B. Normative Beliefs

As discussed in Section Il, according to Ref. [6],
normative beliefs are perceived social pressure to behave
as expected. Further, the perceived pressure is caused by
the important peers. Thus, what people think their
important peers are expecting of them is a factor affecting
behavioural intentions. This leads us to propose the
hypothesis H3.

C. Content Knowledge and Skills Differentiated

1) Knowledge

In the field of cybersecurity skills are an essential part
of knowledge and knowledge is essential for skill
building. According to the KAB-model [3], knowledge
also affects attitude. Knowledge is the basis for all
learning that affects learner’s self-efficacy regarding the
learning topic. Thus, we propose the hypotheses H4: a...d.

2) Skills

Cybersecurity knowledge and skills are intertwined.
However, skills do not necessarily grow if teaching does
not include activities to train them. For this reason, it is
important to measure knowledge and skills separately, as
lack of skill building activities in teaching may influence
students’ self-efficacy. Thus, we propose the hypotheses
H5: a...c.

D. Self-Efficacy

1) General

General self-efficacy reflects people’s belief in their
abilities to cope with different situations, and persons
with high general self-efficacy believe they can
successfully perform different kinds of tasks [32].
According to Ref. [32] and references therein, general
self-efficacy also supports specific self-efficacy in such a
way that specific self-efficacy is an outcome of general
self-efficacy. Self-efficacy also has a role in behaviour
and higher self-efficacy has been related to higher
security behaviour intentions [6, 29]. Thus, we propose
the hypotheses H6: a...d.
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2) Cybersecurity specific

According to Ref. [24], cybersecurity attitude has a
correlation with self-efficacy. Further, as self-efficacy
and motivation have a relationship, cybersecurity specific
self-efficacy may also affect interests towards
intervention content, further cybersecurity studies, or a
cybersecurity career. For example, Wee, Bashir and
Memon [19] report that self-efficacy of cybersecurity
skills is important for students’ interest and also for
pursuing a cybersecurity career. Self-efficacy has also
been related to higher security behaviour intentions [6,
29]. There are also studies which have found positive
correlation between self-efficacy and attitude toward
learning with technology [36, 37]. Thus, we propose the
hypotheses H7: a...f.

3) Content skills specific

Content skill specific self-efficacy measures self-
efficacy, which is directly related to skills the
intervention is supposed to teach. It is important for
effective teaching that students’ self-efficacy regarding
the taught skills raises. Based on the same reasoning as in
point D.2 above, we propose the hypotheses H8: a...f.

E. Cybersecurity Attitude

As discussed in Section I, attitude affects behaviour
intentions. Thus, we propose the hypothesis H9: a, b.

F. Behaviour

1) Security behaviour intentions

Faklaris, Dabbis, and Hong [24] suggest that security
behaviour intentions partially mediate how attitude
influences the Recalled security actions. This is
consistent with the theory of reasoned action where
attitudes and subjective norms affect behavioural
intentions leading to actions. Thus, we propose the
hypothesis H10.

G. Interest

1) Content topics

As discussed in Section I, interest has dependencies
with learning and attitude. As interest has a connection
with motivation and interest affects learning behaviour,
we also hypothesize that it can affect behaviour in general,
and thus also security behaviour intentions. Thus, we
propose the hypotheses: H11: a...d.

IV. VARIABLES

We used a survey to evaluate the model. Survey scales
and items for measurements were adapted from previous
research (see subsections A-G below) for the following
variables: Motivational effect of teaching methods and
materials, Normative beliefs, General self-efficacy,
Cybersecurity  specific  self-efficacy, Cybersecurity
attitude, Security behaviour intentions, and Recalled
security actions. In addition, survey items were
constructed for the following variables based on the
topics and content of each teaching intervention: Methods
and materials, Content knowledge and skills, Content
skills specific self-efficacy, and Content topics interest.
The rest of the interest variables: Further cybersecurity
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studies, Cybersecurity career and Cybersecurity research
were measured with seven separate questions related to
career and further interest in studying cybersecurity.

A. Teaching

1) Methods and Materials (SMM)

The survey items are based on the teaching methods
and materials, and students assess how meaningful these
were for their learning, and how satisfied they felt.

2) Motivational effect of teaching Methods and
Materials (sSIMM)

For measuring the motivational effect of teaching
methods and materials, Attention, Relevance, Confidence,
Satisfaction (ARCS) model [25] gives us the 12-item
Reduced Instructional Materials Motivation Survey
(RIMMS) validated by Loorbach et al. [38]. We modified
the RIMMS items to fit the teaching materials by
changing some of the wording. The RIMMS scale is used
in the post-survey because it is tied to teaching
experience and students cannot answer it before
participating in the teaching.

B. Normative Beliefs (SNB)

We adapted the measurement scale for normative
beliefs from Bulgurcu, Gavusoglu, and Benbasat [6], who
adapted it from Ajzen [22]. The scale has four items. We
considered that important peers for normative beliefs are
other students, teachers, colleagues, and authorities.

C. Content Knowledge and Skills

1) Content Knowledge (sCK)

Students” pre-teaching content knowledge was
measured by asking students to assess their knowledge of
several cybersecurity topics related to the content of
teaching. In the post-teaching survey, students assessed
the same items again, so that the difference could be
measured.

2) Content Skills (sCKS)

Students’ pre-teaching content skills were measured by
asking students to assess their skills of several
cybersecurity topics related to the content of teaching. In
the post-teaching survey, students assessed the same
items again, so that the difference could be measured.

D. Self-Efficacy

1) General (SGSE)

We measured general self-efficacy with well-
researched, validated and reliability-tested New General
Self-Efficacy Scale (NGSE) [32].

2) Cybersecurity Specific (SCSE)

We measured cybersecurity specific self-efficacy with
the scale developed and tested by Wee, Bashir and
Memon [19]. They measured self-efficacy with various
scales to study whether overall self-esteem, generalized
self-efficacy, and cybersecurity specific self-efficacy
affected participants’ cybersecurity career intentions after
participating in a cybersecurity contest.

3) Content Skills Specific (SCsSE)

We measured content skills specific self-efficacy with
items that are the same as the items measuring teaching
related skills. This allows us to examine teaching specific
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self-efficacy changes and see if the teaching has
improved students’ self-efficacy related to the taught
skills.

E. Cybersecurity Attitude (SATT)

The measurement scale for attitude was SA-6 [24],
which has been validated and reliability tested. SA-6
scale is consistent with long-term research evidence
showing that attitude and behavioural intention are
correlated, and SA-6 also has correlations with other
constructs from the theory of planned behaviour, such as
self-efficacy and subjective norms [24]. SA-6 is also
significantly associated with security behaviour intentions
(SeBIS, developed by Egelman and Peer [39]).

F. Behaviour

1) Security Behaviour Intentions (sSIB)

Behavioural intentions were assessed by using Security
Behaviour Intentions Scale (SeBIS) [39], which is a 16-
item reliability-tested and validated scale for measuring
security behaviour intentions. The scale’s predictive
properties have also been tested by predicting intentions
with the scale and then observing participants’ actual
behaviour in certain situations [40].

2) Recalled Security Actions (SRSA)

Recalled Security Actions inventory (RSec) was used
to measure whether participants recalled performing
certain security actions during the last week [24]. It is
significantly associated with SA-6 security attitude
scale [24].

G. Interest

(1) Content topics (sCl)

(2) Further cybersecurity studies (sFSI)
(3) Cybersecurity career (sCarl)

(4) Cybersecurity research (sResl)

Students’ cybersecurity interest was divided into four
parts: content topics, further studies, career and research.
Content topics interest measures cybersecurity interest
which is bounded by teaching topics and content. Thus, it
cannot be generalized to overall cybersecurity interest.
The last three were measured out of curiosity to see
whether teaching has any effect on students’ future plans
related to cybersecurity. Survey items for content topics
came from the intervention content. Career, research, and
further study interests were measured with seven items,
which overlap so that each sub-scale contains three items.
This scale is self-developed.

V. TESTING THE MODEL HYPOTHESES

A. Method

We constructed the survey for five different
cybersecurity Teaching Interventions (TI) in Tampere
University, Finland. Three of them were cybersecurity
courses and the rest were CTF exercises. All TIs have a
different student profile: TI1 is an advanced cybersecurity
course, TI2 is an online cybersecurity basic course
mandatory for ITC-students, TI3 is an online basic
introduction to cybersecurity for all students regardless of
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study field, T14 is a beginner level CTF, and TI5 is an
advanced level CTF.

For TlIs 1, 2, and 3, students filled the pre-survey
before starting the course and post-survey after
completing the course. For Tls 4 and 5, students filled the
pre-survey before the CTF exercise. The post-survey for
CTFs was divided into two parts. The first post-survey
was filled right after finishing the CTF exercise and the
second post-survey after two weeks. In the second post-
survey, we measured behavioural changes (sSBI and
sSRA), which could not be asked right after playing.
Participation in all the surveys was voluntary. For the
hypothesis testing, post-survey data were used. Post-
survey participants (N = 177) are presented in Table I.

TABLE I. PARTICIPANTS

Background data Tot TI1 TI2 TI3 TI4 TI5
N 177 20 45 39 47 26
Males 106 14 29 17 29 17
Females 70 6 16 21 18 9
Other 1 1
under 20 5 1 3 1
20-29 122 18 29 20 33 22
Age 30-39 27 1 9 6 8 3
40-49 13 1 2 5 4 1
50-59 7 4 2 1
over 60 3 3
Information security 37 12 2 1 6 16
. ICT 7% 6 26 10 25 8
Major Engineering 8 1 8 3 6
Other 47 1 9 25 10 2
Primary school 1 1
Previous Upper s_econdarysc_hool 73 6 20 17 21 9
education Vocational education 13 6 6 1
Bachelor’s degree 70 13 13 11 17 16
Master’s degree 20 1 6 5 7 1

The surveys had several common scales for all five Tls,
measured with the same sum variables: sIMM, sNB,
SGSE, SCSE, sATT, sFSI, sCarl, sResl, sSBI, and sRSA.
For each intervention we tailored the scales for sMM,
SsCK, sCKS, sCsSE, and sClI, so that they matched the
intervention content.

All measurements were self-reported and measured
students” own experiences. For Content knowledge and
skills, students assessed their knowledge (sCK) and skills
(SCKS) of several TIl-related cybersecurity topics.
Response options for sCK and sCKS were from 1 | don't
know anything about this to 5 | know this thoroughly.
Students assessed similarly their Content Interest (sClI)
and further studies and career related interests. Response
options for sClI, sFSI, sCarl, and sResl were from 1 I’'m
not at all interested to 5 I'm extremely interested.
Students also assessed their confidence in performing
several Cybersecurity tasks (SCSE) and TI content skill
related Cybersecurity tasks (sCsSE). Response options
for sSCSE and sCsSE were from 1 No confidence at all to
5 Completely confident. Methods and Materials (SMM)
scale measured students’ experience of satisfaction and
meaningfulness of learning about several items related to
TI content and teaching. Response options for SMM was
from 1 Not at all to 5 Extremely. The scales SGSE, sNB,
SATT, and sIMM measured how much students agree
with each item, or how true the item was for students.
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Response options for the first three were from 1 strongly
disagree to 5 strongly agree, and for sIMM from 1 Not
true to 5 Very true. In behaviour related scales, students
responded how often they perform certain security
actions and whether they remember having done certain
actions during last week. Response options for sSIB were
from 1 Never to 5 Always, and for SRSA from 1 No or
Not sure to 2 Yes.

We examined the reliability of the scales with
Cronbach’s alpha. All results were above the threshold of
0.7, expect SRSA which was 0.533. Spearman correlation

was used for hypotheses testing, as some variables were
not normally distributed. All statistics was conducted
using IBM SPSS Statistics version 28.0.1.0 (142).

B. Results

The number of responses was lower (N = 141) for
variables sSBI and sRSA due to TIs 4 and 5, where
behavioural changes were not immediately surveyed after
the CTF exercise. Unfortunately, attendance in the latter
part of the post-survey was lower than in the preceding
post-survey right after the CTF exercise.

TABLE Il. THE MODEL HYPOTHESES. SUPPORTED HYPOTHESES ARE HIGHLIGHTED WITH GREEN.

There is a positive relationship between Variable... Correlation coefficient p Effect size Supported?
Teaching methods and materials and
- 036 <0001 moderate Yes
0.31 <0.001 moderate Yes
H1lc: Normative beliefs. 0.14 0.079 weak No
H1d: Cybersecurity specific self-efficacy. 0.23 0.002 weak No
0.27 <0.001 weak Yes
0.35 < 0.001 moderate Yes
Motivational effect of teaching methods and materials and
H2a: Content knowledge. 0.29 <0.001 weak Yes
H2b: Content skills. 0.22 0.005 weak No
H2c: Cybersecurity attitude. 0.25 0.001 weak Yes
H2d: Cybersecurity specific self-efficacy. 0.17 0.035 weak No
H2e: Content skills specific self-efficacy. 0.10 0.195 weak No
0.43 <0.001 moderate Yes
0.53 <0.001 relatively strong Yes
0.40 < 0.001 moderate Yes
0.29 <0.001 weak Yes
H3: Normative beliefs and Security behaviour intentions. 0.05 0.566 very weak No
Content knowledge and
0.72 <0.001 strong Yes
0.28 <0.001 weak Yes
0.52 <0.001 relatively strong Yes
0.58 <0.001 relatively strong Yes
Content skills and
H5a: Cybersecurity attitude. 0.21 0.007 weak No
_ 057 <0001 moderat Yes
0.70 < 0.001 strong Yes
General self-efficacy and
0.30 <0.001 moderate Yes
0.31 <0.001 moderate Yes
H6c: Cybersecurity specific self-efficacy. 0.13 0.095 weak No
H6d: Content skills specific self-efficacy. 0.20 0.010 weak No
Cybersecurity specific self-efficacy and
0.36 <0.001 moderate Yes
0.27 0.001 weak Yes
0.38 <0.001 moderate Yes
031 <0.001 moderate Yes
0.43 <0.001 moderate Yes
0.38 < 0.001 moderate Yes
Content skills specific self-efficacy and
H8a: Cybersecurity attitude. 0.17 0.025 weak No
# 0.35 <0.001 moderate Yes
0.37 <0.001 moderate Yes
H8d: Further cybersecurity studies interest. 0.03 0.726 very weak No
H8e: Cybersecurity career interest. 0.01 0.908 very weak No
H8f: Cybersecurity research interest. 0.01 0.865 very weak No
Cybersecurity attitude and
0.50 <0.001 relatively strong Yes
0.34 <0.001 moderate Yes
0.40 <0.001 moderate Yes
Content topic interest and
0.53 <0.001 relatively strong Yes
0.42 <0.001 moderate Yes
0.39 <0.001 moderate Yes
0.31 < 0.001 moderate Yes
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To test the hypotheses, we calculated two-tailed
Spearman correlations between variables. As we were
testing multiple hypotheses (46), we used Bonferoni
correction and expected that the alpha level is at least
0.05/46 = 0.0011. Thus, we only accepted p < 0.001
correlations as statistically significant.

Table Il presents hypotheses, correlation coefficients,
p-values, effect sizes, and whether the hypothesis is
statistically supported or not. According to the results,
hypotheses H1: a, b, ¢, f; H2: a, ¢, f...i; H4: a...d; H5: b, c;
H6: a, b; H7: a..f; H8: b, ¢; H9: a, b; H10, H11: a...d
were supported, and the rest were not. All supported
hypotheses are visualized in Fig. 3.
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the Mann-Whitney U-test for the independent sample
(pre-group vs. post-group), as the measured data was not
normally distributed. All statistics were conducted using
IBM SPSS Statistics version 28.0.1.0 (142).

B. Results

As we were testing multiple hypotheses (2), we used
Bonferoni correction and expected that the alpha level is
at least 0.05/2 = 0.025. Thus, we only accepted p < 0.025
as statistically significant.

There is a statistically significant difference in both
paired sample and independent sample tests in Content
Knowledge (sCK), Content Skills (SCKS), Cybersecurity
Specific Self-Efficacy (sCSE), Content Skills Specific
Self-Efficacy (SCsSE), and Recalled Security Actions
(sRSA). In all these, the difference is positive, i.e., post-
values are higher than pre-values. For variables Career
Interest (sCarl) and Research Interest (sResl), the
difference is negative but not significant. All the
remaining variables show a positive but non-significant
difference. Thus, we found support for hypotheses H12:
a...c, H13: a...c, H15: a...c, H16: a...c, H22: a...c, and
not for the rest.

TABLE Ill. PAIRED SAMPLE (A) AND INDEPENDENT SAMPLE (B) TEST
RESULTS. SUPPORTED HYPOTHESES ARE HIGHLIGHTED WITH GREEN.

Content
topics

Further cyber-
security
studies

Cyber-
security
career

Cyber-
security
research

Fig. 3. Supported model hypotheses. Thickest arrows: Relatively strong
or strong correlations, dashed arrows: Weak correlations. Rest of the
arrows present moderate correlations.

V1. EFFECTIVENESS ASSESSMENT IN PRE-POST
INTERVENTION SETUP

A. Method

To measure the effectiveness of the Tls, we compared
variables in pre- and post-surveys among the same
students. We expected the students would report different
values of variables after attending a TIl. We also expected
the students who participated in the Tl would report
different values of variables than students who did not
participate. Overall, we expected that participation in the
TI would raise the variable values. All hypotheses and
results of their tests are presented in Table I11.

For the pre-post-tests, we used paired data from the
pre- and post-surveys. Only students who had taken both
the pre- and post -surveys, were selected. The total
number of pairs was 88. The number of pairs was lower
for variables sSBI and sRSA, due to lower attendance of
the second post survey in Tls 4 and 5 (N = 64). We also
compared unlinked pre-survey responses to post-survey
responses to see if the changes matched with pre-post
group responses. The pre-group consists of students, who
had responded to the pre-survey, but had not taken the
post-survey. The number of unlinked pre-survey
responses was 209.

To test the pre-post hypothesis, we used the Wilcoxon
signed rank test for paired sample (pre-post group) and
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Variable z Ef.fECt Supported?
size

Content knowledge
H12a: —7.146 <0.001 0.77 Yes
H12b: —8.45 <0.001 0.44 Yes
Content skills
H13a: —6.785 <0.001 0.73 Yes
H13b: —4.122 <0.001 0.21 Yes
Cybersecurity attitude
H1l4a: —0.960 0.337 0.10 No
H14b: -1.333 0.183 0.07 No
Cybersecurity specific self-
efficacy
H15a: —2.774 0.006 0.30 Yes
H15b: —2.626 0.009 0.14 Yes
Content skills specific self-
efficacy
H16a: —5.018 <0.001 0.54 Yes
H16b: —2.594 0.009 0.13 Yes
Content interest
H17a: —0.483 0.629 0.05 No
H17b: —0.251 0.802 0.01 No
Further study interest
H18a: -0.276 0.782 0.03 No
H18b: —0.861 0.389 0.04 No
Career interest
H19a: —0.525 0.600 0.06 No
H19b: —0.079 0.937 0.00 No
Research interest
H20a: -0.339 0.735 0.04 No
H20b: —0.402 0.688 0.02 No
Security behaviour intentions
H21a: —0.728 0.467 0.09 No
H21b: -1.160 0.246  0.06 No
Recalled security actions
H22a: —2.653 0.008 0.33 Yes
H22b: —3.230 0.001 0.17 Yes

Note: Variable (X =12, ..., 22)

HXa: Post-survey Variable significantly differs from pre-survey
Variable. (A)

HXb: Post-group Variable significantly differs from pre-group Variable.

(®)
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VII. DISCUSSION

We first return to interpreting the results from Section
V, related to our model. We found moderate to strong
positive correlations between teaching variables and
Content knowledge, Content skills, Content topic interest,
Further cybersecurity studies interest and Cybersecurity
career interest. Teaching methods and materials have a
moderate relationship with Content knowledge, Content
skills, and Content topic interest. Thus, students who
assess their knowledge, skills, and interest higher are
more satisfied with methods and materials. Teaching
methods and materials also have a weak correlation with
Content skills specific self-efficacy, thus students rating
teaching methods and materials higher also have higher
values in Content specific self-efficacy.

However, Teaching methods and materials do not
show a relationship with Further interest in cybersecurity
studies, nor  Cybersecurity  career interest or
Cybersecurity  research  interest.  Instead, these
associations are visible via the Motivational effect of
teaching methods and materials, as students with higher
values in motivational effect rate their interest higher in
Content  topics, Further  cybersecurity  studies,
Cybersecurity career, and Cybersecurity research. The
relationship is relatively strong with Further studies
interest and moderate with the rest. In addition, students
with higher values in motivational effect have higher
values in Content knowledge and Cybersecurity attitude,
although these relationships are weak. Thus, these results
also suggest that motivation, interest, and attitude have a
relationship as observed in earlier research [33, 34].

Tl Content knowledge and skills have a strong
correlation with both cybersecurity related self-efficacy
variables indicating that students who assess their
knowledge and skills higher, also assess self-efficacy
related variables higher. Students with high General self-
efficacy also rate the Motivational effect of teaching
methods and materials and Security behaviour intentions
higher. Thus, students with high general self-efficacy find
the intervention teaching more motivating. The result is
in line with earlier research results of self-efficacy having
a relationship with academic success [29, 31].

Cybersecurity  specific  self-efficacy moderately
correlates with interests in Content topics, Further
cybersecurity studies, and Cybersecurity career and
research. Also, Content skills specific self-efficacy has a
relationship with Content topic interest. Thus, students
with higher Cybersecurity specific self-efficacy also have
higher interest towards Content topics, Further
cybersecurity  studies, Cybersecurity career, and
Cybersecurity research. The result is in line with those in
[19], where it is shown that self-efficacy of cybersecurity
skills is important for students’ interest in cybersecurity
and also for pursuing cybersecurity career.

All self-efficacy variables also have a correlation with
Security behaviour intentions, and effect sizes are
moderate for General and Content skills specific self-

efficacy and weak for Cybersecurity specific self-efficacy.

Thus, students with higher self-efficacy have higher
intentions for secure behaviour. This suggests that
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building self-efficacy is important when the intervention
pursues behavioural change. However, self-efficacy is not
directly influencing Recalled security actions. Instead,
higher Cybersecurity attitudes and higher Security
behaviour intentions have a relationship with higher
Recalled security actions. Self-efficacy seems to have a
mediating role when actual security actions are
considered.

A contradicting result with earlier research is that in
our measurements, Normative beliefs did not have any
role in behaviour intentions, unlike in Ref. [6]. Instead,
our result suggests that self-efficacy related variables are
more important than normative beliefs for behaviour
intentions. The difference might be due to a different
measurement context, as Bulgurcu, Cavusoglu, and
Benbasat [6] studied employees in different US
organizations, but we studied Finnish university students.
Maybe in a learning context the importance of self-
efficacy is emphasized and its effect to behaviour
intentions is stronger than the effect of normative beliefs,
which could be more important for people in work life,
where they must comply with organizational norms.

Despite finding relationships between teaching and
some of the variables, we cannot say anything about the
causality between variable relationships. Due to voluntary
participation, self-selection bias may have affected the
results, though participants were offered course points as
rewards for participating.

Now, let us discuss results from Section VI. When
differences between pre- and post-teaching are examined,
we found that Content knowledge, Content skKills,
Cybersecurity specific self-efficacy, Content skills
specific self-efficacy, and Recalled security actions had
higher post- than pre-values in the pre-post group. The
effect sizes in Content knowledge, Content skills, and
Content skills specific self-efficacy were medium. Thus,
it seems that participation in teaching has increased
values of these variables. However, since we did not have
a control group in the Tl measurements, we cannot say
for sure that these increases are only due to teaching.

It is also interesting that in the pre-post-tests, there is
no statistically significant change in all variables, which
is associated with teaching in Table Ill. For example,
there is no statistically significant change in any of the
interest variables in the pre- and post-groups. This may
indicate that teaching, at least in this form, does not have
a significant impact on student interests. Instead, interest
may be something that students already have or don’t
have when they come to a class, and teaching does not
change this pre-position significantly. Interest, however,
is correlated with several variables which we hope to
increase with our teaching, and in terms of effectiveness,
it would be very important to be able to raise students’
interest. Maybe it is also a matter of how we teach,
implicating that more attention should be given in making
the intervention content interesting for students.

VII1. CONCLUSION AND FUTURE WORK

In this study, we developed a model to evaluate the
effectiveness of cybersecurity education. In five teaching
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interventions, we measured students’ knowledge, skills,
interests, attitudes, self-efficacy, behavioural intentions,
and motivational factors related to teaching material and
methods. Their statistical interdependencies, including
those that show changes from pre-intervention to post-
intervention, suggest the potential utility of our model.

In particular, we found teaching has moderate to strong
positive correlations with knowledge, and skills, as well
as topic, further study and career interests. Knowledge
and skills have a strong correlation with both
cybersecurity related self-efficacy variables. Results also
indicate that students with higher cybersecurity specific
self-efficacy have a higher interest towards intervention
topics, further cybersecurity studies, cybersecurity career,
and cybersecurity research. Self-efficacy also seems to
have a role in security behaviour intentions. This suggests
that building self-efficacy is important, when the
intervention pursues behavioural change.

Recall the practical question: Does our teaching
promote a wide set of effectiveness goals? The answer
given by the study at this stage is the observation of
higher values after teaching than before regarding the
following goals: Content knowledge, Content skills,
Cybersecurity specific self-efficacy, Content skills
specific self-efficacy, and Recalled security actions.
However, pre- and post-measurements do not show
statistically significant change in all variables associating
with teaching, for example in interest related variables.
This implicates that in teaching, we should consider how
the interventions are supposed to raise student interest, as
interest is connected to motivation and academic success.
At the next stage, we should also investigate, how much
our teaching affects. During such measurements, it would
be good to address especially the needs of low-achieving
students, because they are likely to benefit most from
improved teaching.

In the future, we will also gather more data from
different TIs which will allow analysis for individual Tls,
while now our treatment combines all five. This will let
us compare individual courses and CTF exercises. We
also plan to extend the research to different countries.
Future research should also enable control groups and
reduce self-selection bias if possible.
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